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Abstract—Database is an important part in managing information, because a database is a collection of data that is processed to
produce information. because of the importance of the database, many crimes are directed to attack the database, both attacks
against access rights or attacks against the data itself. My SQL is a Database Management System (DBMS) that provides several
facilities, one of which is the logging facility. Binary Log is a type of database log in the form of binary digits that contains some
information including the record of the time of the transaction, the user who made the transaction and the order in the
transaction. With the Binary Log, it can be seen when the transaction occurred, who made the transaction and what transaction
occurred in the database. The recording of transactions in the Binary Log can be used as one way to carry out an investigation
process in the event of an attack on the database. In this study the focus is on analyzing transaction records in binary logs,
namely when, who, dam and what information can be taken from the Binary Log. The output of this research is a table of binary

log investigation results and its relation to database attacks.
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I. INTRODUCTION

The database is an important part in managing
information systems, it is because the database manages a
lot of important company data that is accessed by many
users. Therefore, various attacks are aimed at databases. In
one of the studies conducted by one of the largest Cyber
Security organizations namely impreva with the theme of
ten ten database attacks, there are 10 attacks most often
aimed at databases, 3 attacks ranked top are attacks on
access rights, attacks on unmanaged sensitive data and
attacks on database transactions.[1]

However, many database crimes cannot be traced due to
lack of investigation into the attack, so many attacks on the
database are not handled properly. In addition there is not
much research that addresses the process of investigating
database attacks. there are several studies relating to
database attacks, among others, research relating to data
reconstruction techniques using the redo technique on inno
db storage machines [2] Other research is research related to
the forensic database framework that discusses the forensic
database inquiry framework [3].

Therefore, we need a way to help the process of
investigating database attacks, one of which is by analyzing
the database log. MySql is a DBMS (Database Management
System) that provides many features including the Log
feature. There are several types of database logs, including
Binary Logs that contain records of when the transaction
occurred, who made the transaction and what the
transaction contained. so by analyzing the binary log
database records will be obtained that will help the
investigation of database attacks.

Il. RESEARCH METHODS
The data used in this study is data from the academic
information system at STIE AAS Surakarta, where the data
comes from the tables in the academic information system
database of STIE AAS Surakarta.

In this research a transaction simulation will be carried
out on the STIE AAS Surakarta academic information
system, a database system that uses MySql as its database
management system, the transaction includes input data
transactions, data update transactions, data delete
transactions and query transactions.

After conducting a transaction simulation, an analysis of
the database log will be performed, the log being analyzed
is a binary log, so that a database access time record will be
obtained, the user accessing the database and other records
related to the database transaction [4].

2.1 Binary Log
MySql Server is a very popular open source based

Database Management System (DBMS). Here is the
architecture of Mysql Server [5]
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Figure 1. Architecture of MySQL

The components in the Mysqgl architecture must be well
understood for the purposes of database transaction
investigations. In investigating database transactions, the
log files and directories of mysql server are very important
to analyze.

2.2 Binary Log
Log files in the database contain important information
related to transactions that occur on the database. On Mysq|l
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servers that use the InnoDB storage engine generally use
two types of log files namely ib_logfioleO and ib_logfilel
with a capacity of 5 Mega Bytes.

The Binary Log contains files that record statements for
database memoification, such as delete, insert, replace,
create table, drop table, grant and revoke commands. The
contents of the binary log are written in SQL with the
binary format[6]

2.3 Research Stages
The stages in this study consisted of several sequences,
following the sequence in this study
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Figure 2. Reseaarch Stages

I1l. RESULT AND ANALYSIS

3.1 Privilleges attack investigation preparation

At this stage hardware and software preparations are
made for the forensic database analysis process, at this stage
also determining the use of a Database Management system
(DBMS). in this study the DBMS used was MySql Server
with My ISAM Storage Engine, while the observed
environment was the STIE AAS Academic Information
System.

3.2 Activation Log database

To activate the Log File in the database, first install
mysqld in the MY.INI file, after MYSqld is active, add the
Log function to the MY.INI file [7], like the picture below.

a4

A1l rights reserved.

C:\xampp\mysq1\bin>mysqd -install mysql -default-file ="c:\xampp\mysql\my.ini

Figure 3. Activate Log File

My INI is a place to store log files, while to activate the
binary log, the bin log code is inserted in My INI, as shown
in the following image.

s - Moveped PR —— i o
e Gt _foma_ Vbl
# ~/.my.cnf to set user-specific options.
# Int this file, you can use all long options that a program supports
#If you want to know whiich options a program supports, run the program

# with the "-hefp” option.

# The following options will be passed to all MySQL clients
[client] i

# password = your_password

port = 3306 :

socket = 'C/xampp/mysql/mysqlsock

# Here follows entries for some specific programs

# The MySOL server
[mysqld]

log

fog-birf

DB 9 &
Figure 4. Insert binary log code

3.3 Database transaction simulation

At this stage the data simulation is performed to support
the Binary log analysis process, the data simulation uses
academic data with many users, where the user consists of
students, the academic section, the financial section, the
administration section, lecturers and leaders. This data
simulation will simulate the transaction process of
requesting data to an academic database, with various query
requests from users who have different accesses, besides
that there is also a simulation of attacks on access rights,
where illegal access occurs by changing the contents of the
database. From this simulation, data can be analyzed using
the access rights of each user in making transactions to the
academic database.

3.4 Analisa Binary Log

At this stage an analysis will be conducted related to the
Binary Log. After activating the Binary Log, each database
transaction will be recorded in the C: / xampp / mysql / data
directory, while the format of the log is in binary format,
with the following binary log file in the mysl / data
directory

e

——

» Local Disk (C:) »

~=

xampp b mysql b data b

- - —

&

b Computer

New folder

Organize =

Include in library »  Sharewith »  Bum

i Network

Figure 5. Binary Log Directory

Binary Log is a binary log file format, to open the Binary
Log using a special tool that has been provided by MySql,
the tool is MySqIBinlog, where to open the binary log file

Journal IJCIS homepage - https://ijcis.net/index.php/ijcis/index

Page 12



International Journal of Computer and Information System (IJCIS)
Peer Reviewed - International Journal

Vol

e_

: Vol. 01, Issue 01, May 2020
ISSN : 2745-9659

https:/ /ijcis.net/index.php/ijcis/index

the Mysqlbilog code is inputted with the name_file_log

fo

# at 4
#170517 13:30:06 server id 1
41-Tog created 170517 13:30:06 at startup

adde =
150003 SET COMPLETION T\

llowing how to access the Binary Log

ampp \my T\bin>mysqlbinlog mysql-bin.000001
019 session.max_insert_delayed_threads=0%/
LD_COMPLETION_TYPE=@@COMPLETION_TYPE, COMPLETION _TYPE=0+*8

end_log_pos 106 Start: binlog v 4, ser

AAZGAAAGOAAAAAAAQANSAXL JXL WX
AAADU7RtZEZgNAAGAE QAEBAQ)

AAAAAAAAAAAAAAAA/
AATCAQC

13:36:18 server id 1
error_code=0
siakad_sinu
1

end_log_pos 250 Query thread_id=1

ession.sql_auto_is_null=1l, @@se

ion.auto_increment_off]

ﬁokok', 'sistem digptal”,

[}
13:43:52 server id 1 end_log_pos 269 Stop

Eyn
D_COMPLETION_TYPE*/;

Figure 6. Open Binary Log with Mysgllogbin tool

the

Database Name

us . txan.‘ n11a1_1)bd SET NT =
= '68’, “Nilai_hueuf' = 'C’

WHERE ‘tran

it at 13982
H17062% 11:41:47 sepver id 1 end_loy_pos 146810
SET INSERT_ID=193/>1x/;

Figure 9. Database name on binary log

Intvar

It is a database that is accessed by the user and also
shows a record of transactions made by the user and
the value that was inputted in the transaction

User Name
records of users who make transactions
FRSERT INTO .

. pma_history

Timestamp of
record to binary

s_nilai_phd"’>»

Figure 10. User name on binary log

From the results of the Binary Log translation,
following information can be obtained:
e Start Datetimedan Stop Date Time

3.5 Analysis Report

From the simulation results of database transactions can
be obtained the following analysisID_server In this study,
the transaction simulation uses 1 server and 2 clients, so that
the ID_server recorded in the binary log is only one server,
1, as shown in the following figure:

binl

Start:

Figure 7. transactiondatetime

Shows the date and time when the transaction was recorded

in

a log, the date and time that was recorded adjusted to the

date and time where the log was recorded
Server ID

Id serverserver_id value (numbering server identity)
from the server where the transaction originated.
End_log_posindicates where a subsequent transaction
event begins (i.e., the final position of the current
event + 1).Thread ID

7UUDWQ. ZW}
AAA‘ AAAAAAAAAAAAADU/ Rt’EZgNAAgAEgAEBAOEE g AAU\* AEGQQAAAAICAQC

#17051/ 1.-; S6;18 server id 1 end_log_pos 250 Query thread_id=

e=3 ~  error_cou

Figure 8. End Log pos on binary log

Thread_id menunjukkan thread mana yang mengeksekusi

event.

Exec_time istime spent running the event, on the
server. On the client side the time difference is that the
final execution on the client minus the initial
execution time on the server. The difference becomes
an indicator of how much replication is left from the
master.Error Code

Error_code shows the results of conducting the
Transaction Event. Zero means there is no error. For a
more detailed explanation of the error code in the
transaction event, an error log should be investigated

i.e. ID_ server =

nllal _phd* SET NT = ‘68 @’ . “MAS® = ‘6
'11a1 _huruf* = *C’ WHERE ‘trans n11a1 phd NlH' = '16.5.00

47 server id 1 end_log_pos 14010 Intvar

SET INSERT;ID;193/*! x5

Figure 11. Server ID on Binary Log

End_Log_Process

End Log Process is a marker of the beginning and end of
a log, the end of a log when the transaction is completed.
end log process is recorded after ID_server

. TimeStamp

Each transaction to the database will be recorded server
timestamp, timestamp is the time recorded by the system
when, for more details can be seen in the following
figure

| “Cwampp\mysahdata\User-PC log - Notepad== [Administrator] Iy

File Edt Search View Encoding Language Settings N _

e -] |2« awl Thread ID pada binary +
> |00 ]

32 Query INSERT INIG

‘phpmyadmin’ . “pma_hi
(“username’,

‘dbt,

“table*,

“timevalue®,

*sglaquery”)
LuES
("root',

rdb_akademik',
'user',
WO (),
*SELEGT *
33 Quit
32 Quit
170717 9:40:09
32 Quit
170717 9:40:09 35 Connect
35 Query SELECT *
35 Quit
36 Connect

Nama database yang
tetrekam

FROM “user’')

34 Connect  root@localhost on db_akademik

root@localnost on multilogin
FROM user WHERE username='baak' AND password='baak'

zootflocalhost on db akademik

Figure 12. Database Name on Binary Log
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from the picture above shows the time record on each
transaction, the format of the timestamp is
YYYYMMDD - HH-MM-SS. With the timestamp it can
be seen when the transaction occurs, so that if an attack
occurs it can be seen the time of the attack. In the
timestamp there is also an exect time. Exec time is the
time needed to process a transaction.

3. User Connection
In the binary log the user connections are active and the
user who is conducting a transaction is recorded, as

shown in the following figure

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
sHB B G [2cimiyl« s |EE Erpho= @ L
= o (3] Bl nasi_nis o 3| Bl Sl UserPClog E3 |
32 Query INSERT INTO
“phpmyadmin: . ‘pma_nistory’
(*username",
tdet,
“tabie,
Sqlquexry’)
wafies
('root*,
‘b axademik!,

32 Quic

9:40:09
3¢ Quit

9:40:09 35 Connect
3% Query SELECT *
35 Quit
36 Connsct

170717 34 Comneet  root@localnost on db_akademik

4 170717 root@localhost on multilogin

FROM user WHERE username='baak' AND password='baak'

zootflocalnost on db skademik

Figure 13. User Connection

From the picture above you can see the user connection
= root while username = Baak. This user record is very
necessary in the investigation process, because from that
note it can be seen which user is conducting the
transaction, and if an attack occurs it will be seen which
user made the attack.

4. Transaction Notes
Other records recorded in the binary log are records of
transactions that occur on the database server, to see the
transaction records can be seen in the following figure

rver id 1 end_log pos 2194 Intvar
/5

rver id 1 end_leg_pos 2622 Query
e =0 error_code =0
SET TIMESTAMP=1583932305 /%% =/;
INSERI INTO

thread_id=1% exec_tim|

*phpmyadnin® . “pna_history"
<“username”

uger

itable®,

tinevalue' .

*sqlquery’ >

e
HOWCY
*SELECT * FROM ‘trans_nilai ppn‘’>

#170828 2 30 server id 1 end_log_pos 2650 Intvar
SET e b

ruer id 1 end_log_pos 3078
ror_code =0
=158393231 8,51 /5
INTO

Query thread_id=21 exec_tim)

. ‘phpmyadnpin® . *pna_history®
<“ysername
tdb* .
‘table',
ctimevalue®,
sqlquery’ >

lai_ppn® SET ‘NAS*
16.5. 0a0!

:58:55 sery
INSERT _ID=51/%¥%/;
[ at 3624

Figure 14. Record Transaction on Binary Log

From the picture, it can be seen that the user named root
accesses the academic database and updates the
transaction value table and changes the UAS value.

5. Binary Log repot analysis
After simulating the transaction and analyzing the
binary log the records are recorded as follows

Table 1. Report Analysis

Time User mysql

User - Privilleges Transactiom
stamp connection
Insert on
18/12/19 Baak Root All table_and tablemahasiswa
transaction
_master
Insert on
18/12/19 Baak Root All table_and tablematakuliah
transaction
_master
Select Display/select
18/12/19 16500053  mahasiswa trans_nilai, play/sete
- trans_nilai
select jadwal —
Select Select
18/12/19  16.5.00012 Mahasiswa trans_nilai, L
- tabeltrans_nilai
select jadwal
Select
. Update
28/12/19 trans_nilai, -
21:58:34 18.1.000.56 Dosen update tabeltrans_nilai
trans_nilai —ppn
Select Select
26/12/19  16.5.000.53 mahasiswa trans_nilai, .
- tabeltrans_nilai
select jadwal
Select
. o Select
26/12/19 16.5.00012 Mahasiswa trans_nilai, L
- tabeltrans_nilai
select jadwal
28/81219  16.5.00053 Root All table and Update table

transaction trans_nilai

From the results of the binary log analysis obtained Analia
that there is an attack of access rights, such as one example
of a user connection students with access rights only see the
value and schedule but on 18/12/2019 can conduct value
update transactions.

IV. CONCLUSION

From these studies it can be concluded that the binary
log is a binary database log containing database transaction
records namely time records, user connection records and
transaction records. so with binary log analysis can help the
investigation process in the event of a database access rights
attack. This detection technique is done by anomaly
technique, namely by analyzing the user's behavior and
comparing the user's access rights with the transactions
made.The research can be developed by analyzing binary
logs to detect other database attacks, or developing research
to analyze other types of logs provided by MySql such as
Query Log or error log.
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