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Abstract— The internet provides convenience in various aspects of human life. Internet penetration in Indonesia 

has grown by 66.5% of the total population of 278.7 million people. This shows that 185.3 million people are 

active internet users. Based on the report of the Ministry of Communication and Information (Kemenkominfo), it 

has handled negative content since 2016 to 2023 with a total of 1.9 million contents. With the most access through 

website media. MikroTikRouter Os as a tool used to support computer network communication, is expected to 

minimize access to this negative content. Configuration in MikroTik devices with Layer7 Protocol and Firewall 

Rules is used to prevent access to negative content from the client side. A firewall is a network security tool that 

monitors incoming and outgoing network traffic. The application layer that acts as a liaison between applications 

and network functions, manages how applications access the network, and regulates the creation of error 

messages is called Layer 7 Protocol. The Layer 7 Protocol configuration and firewall rules are effectively applied 

to Mikro Tik RB941-2ND to ward off negative pornographic content on local networks with a percentage of 87% 

of the 91 websites that have been tested. In particular, the test results show that this method is an effective scheme 

using unwanted travel with global internet usage and without using a Virtual Private Network (VPN). By using 

this filtering and switching technique, negative site access restrictions can be minimized. At least it can be a 

pioneer of a healthy internet. 
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I. INTRODUCTION 

The internet provides convenience in various 

aspects, starting from work, teaching and 

learning processes, sources of information and 

knowledge, entertainment, places to work and 

everything else [1]. Based on a survey 

conducted by We Are Social & Meltwater and 

published in the Datareportal for Indonesia 

Overview January 2024, it shows that internet 

penetration has grown by 66.5% of the total 

population of 278.7 million people. This shows 

that 185.3 million people are active internet 

users[2]. 

 
Figure 1. We Are Social & Meltwater Datareportal 

2024 
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Figure 2. Indonesia Top Website 2024 

 

From Figure 2, it turns out that there are 

websites that fall into the negative website 

category. “Yandex” and “xnxx” occupy the 12th 

(twelve) and 13th (thirteenth) positions of 

websites that are frequently accessed by internet 

users. “Yandex” (or called Yet Another Indexer) 

is a search engine from Russia and is provided 

in the form of the Yandex Browser application. 

It supports connections with private mode 

(VPN). While “xnxx” is a free pornography 

service site. 

Pornography consumption and demographic 

variables are interrelated. For example, personal 

characteristics, sensations, sexual experiences, 

environment, cyber habits and work.  Most 

teenagers realize that most pornographic 

material is excessive and unrealistic. In addition, 

pornography is not only watched out of curiosity 

and to arouse sexual desire, but is also used as a 

source of sexual information, especially by 

minority groups. Sometimes this can become a 

culture and lead to deviant behavior and crime 

[3][4]. 

 The internet also provides freedom for its 

users to access unlimited information, not all of 

which is positive. The influence of inappropriate 

content on the internet is in the form of 

pornography, gambling, fraud, harassment, 

cyberbullying, and other cybercrimes. This 

content should be blocked so as not to harm 

internet users in real life[5]. Based on the report 

of the Ministry of Communication and 

Information (Kemenkominfo), it reported that it 

had handled negative content from 2016 to 2023 

with a total of 1.9 million contents. With the 

most access via website media [6]. Globally, the 

digitalization era has become a pandemic for 

society in the use of digital media, especially 

website content. The impact of accessing 

pornography is not only on the perpetrators, but 

can also have an effect on the community 

environment, especially immoral crimes[7]. 

Moreover, Indonesia has experienced the 

COVID-19 pandemic which caused all activities 

to be carried out online. The potential for crime 

is also increasing, including cases of 

pornography[8]. 

Seeing the above problems, it is necessary to 

impose restrictions on the computer network 

system in the implementation of a healthy and 

positive internet by utilizing the Firewall 

Filtering function via MikroTikRouterOs as a 

tool used to support work system access in this 

study[9]. Firewall filtering on the Mikrotik 

router service overcomes the above problems 

because firewalls can generally protect the 

network from the inside and outside of the router 

through the features provided. With the 

MikroTik RouterBoard service, firewalls can 

also limit incoming and outgoing flows through 

the network[10]. Because there are still many 

who use internet access in places such as 

campuses, schools and agencies that provide 

public spaces, the implementation of content 

filtering is quite efficient for filtering negative 

content that is worthy of being accessed. 

In computer networking, switching is the 

process of effectively redirecting data packets 

from a source to a destination. To map ports and 

connected devices using the Media Access 

Control (MAC) address table. The key to 

switching is to divide the network into smaller 

parts to reduce data collisions, improve network 

performance and security, and manage data 

traffic. In addition, switches allow the use of 

Virtual Local Area Networks (VLANs) and 

access control to separate sensitive traffic, 

improving network efficiency and security [11]. 

The results of cyber attack analysis show that the 

use of network infrastructure really determines 

computer security. Overall design, development 

and evaluation of infrastructure can enable the 

development of good technology[12]. 

A computer network is a telecommunications 

infrastructure that allows two or more computer 

devices to communicate with each other. The 

main purpose of a computer network is to 

convey information content and services 
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through media. Currently, there are many 

network communication media and information 

processing media[13]. 

A firewall is a network security tool that 

monitors incoming and outgoing traffic to and 

from a network. Based on rules created by an 

administrator, its job is to determine whether a 

particular data packet should be accepted or 

rejected. A firewall serves as the first line of 

defense for a computer network, distinguishing 

a controlled local network from an external 

network, such as the Internet [14][15]. In a 

computer network, a firewall plays a very 

important role and acts as the primary defense to 

protect the network infrastructure. The 

increasing sophistication of attackers also 

heightens the threat of cyber attacks, making the 

firewall's role even more crucial[16]. 

 The Layer7 Protocol (L7 Protocol) is the 

application layer that serves as an intermediary 

between applications and network functions, 

managing how applications access the network 

and regulating the creation of error messages. 

Protocols included in this layer are HTTP, FTP, 

SMTP, and NFS. Additionally, the Layer7 

Protocol has capabilities such as blocking sites 

by adding new filter rules[17]. Filter rules are 

used to regulate the flow of network data, 

covering various criteria such as address, action, 

connection status, protocol, port, time, and 

interface. By using firewall filter rules, 

potentially malicious network activities can be 

stopped, such as restricting access to certain 

websites and preventing the use of applications 

like port scanning, VPN, Torrent, and recursive 

DNS [18][19]. 

 MikroTik is a manufacturer of hardware and 

software for computer networking equipment, 

particularly router devices. Their products range 

from internet services, business services, to 

individual users. The company is based in 

Latvia and was founded in 1996. In 2002, the 

company created hardware called RouterBoard, 

a network device that also contains the 

MikroTik operating system[20]. 

 

II. RESEARCH METHODS 

In this research, qualitative research methods 

were used. The stages in this method are 

identification of research topics, qualitative 

design, data analysis, description of research 

conclusions, and research reporting [21][22]. In 

the research topic identification stage, a 

literature search is carried out, reviewing related 

articles. For qualitative design, what is done is 

to collect data obtained from the Kaggle Dataset. 

Meanwhile, to carry out the analysis process is 

to configure filtering and switching on the 

Mikrotik RouterBoard. In the analysis process, 

trials are carried out on the success of the 

filtering and switching processes. After these 

stages, reporting and assessment of the analysis 

results are carried out. 

The data needed in this research process is 

URL data or word expressions that fall into the 

category that will be filtered. Data is taken from 

the Kaggle Dataset with the dataset name "URL 

Classification". Which in the dataset there are 

35190 URLs with the Adult category. 

In the case of this research, using the 
Mikrotik RouterBoard RB941-2ND device. 
This is because this device is easy to obtain and 
is often used by the public. Network security 
against pornographic content uses two methods 
combined to obtain optimal results. Filtering and 
switching methods are used in this study. The 
process flow of using the filtering and switching 
methods is shown in Figure 3: 

 
Figure 3. Flowchart Filtering and Switching 

 
The process begins with the configuration of 

the switch on MikroTik to manage network 
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traffic, followed by the setting of firewall filter 
rules which include creating rules to block 
pornographic content using Layer7 Protocols. 
Once the rules are set, the connections and filters 
are tested to ensure their effectiveness. If the 
filter successfully blocks pornographic content, 
the next step is continuous monitoring and 
adjustment to ensure the system continues to 
function optimally. If it fails, the firewall 
configuration is adjusted again. The process 
ends when the filtering system is successfully 
implemented and verified to be running as 
needed. 
A. Layer7 Protocol Configuration 

In Layer7 Protocol configuration involves 
setting parameters that allow control and 
management of network traffic at the 
application level. This process includes the 
creation of rules to regulate application access to 
the network, such as setting security policies, 
determining data traffic priorities, and 
implementing content filters with certain 
keywords. The formula or procedure for writing 
regexp (regular expression) is as below : 

 
regexp:^.+(keyword1|keyword2|keyword3 

|keyword4|…etc).*\$ 
----- (1) 

 
Writing regular expressions (regex) like this to 
ensure that the checked string has one of the 
specific keywords anywhere in the string, and 
matches the entire string from the beginning (^) 
to the end ($). There are no limitations for 
writing keywords, according to your needs. You 
can add any keywords about the content, 
contents, information, to the writing you want to 
filter.. 
B. Firewall Rule Configuration 

Firewall rule is a basic firewall in MikroTik 

to block traffic that matches the Layer7 Protocol 

rules. To configure MikroTik using the 

following rules:  
/ip firewall filter add chain = 

fitur-manglelayer7-protocol = 

name(as made)action= firewall-

rulescomment = "your-comment" 

----- (2) 

 

Information : 

• There are 5 (five) mangle features in the 

chain, namely: input, output, forward, 

prerouting and postrouting. 

• There are 7 (seven) features in the firewall 

rules, namely: accept, drop, jump, reject, 

tarpit, passthrough and log. 

 

This firewall rule ensures that all traffic 

containing the domains in the regular expression 

(regex) will be blocked. Firewall rules are 

arranged in sequential chains. Each packet will 

be matched against the criteria in a chain. If 

there is a match, the packet will be executed. 

However, if the incoming packet does not 

match, it will be rushed to the next rule until it 

matches. 

 

C. Network Topology 

In this study, the network infrastructure uses 
a topology involving the RouterBoard RB941-
2ND device that supports wired and wireless 
connections. The network topology consists of 
an internet connection connected to the 
RouterBoard RB941-2ND for content 
management and filtering. Then forwarded to 
the switch that connects user devices such as 
personal computers (PCs), notebooks/netbooks, 
and smartphones. The MikroTik router is 
configured with NAT, Filter rule, and uses 
Layer7 Protocol for in-depth inspection and 
content blocking based on data patterns. This is 
intended to ensure that all devices get filtered 
and secure internet access through centralized 
settings on the MikroTikRouterBoard RB941-
2ND. 

 
Figure 4. Network Topology 

 

D. Analysis and Testing 

In the test, it was done by analyzing the 
results of the implementation of layer 7 protocol 
and firewall rules on access to pornographic 
sites / prohibited sites. The analysis was seen 
from the level of success of the execution test in 
filtering. 
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III. RESULT AND ANALYSIS 

In the case of this research, using the 

Mikrotik RouterBoard RB941-2ND device. 

This is because this device is easy to obtain and 

is often used by the public. Filtering and 

switching methods are implemented by utilizing 

MikroTik RB941-2ND on a local network scale. 

Client access uses wired and wireless network 

connections with various types of devices 

(computers, laptops, smartphones and 

smartphones/tablets). 

A. Layer7 Protocol Implementation 

Regular expressions in the layer 7 protocol 

configuration are specifically designed for the 

expression of information or data that is 

pornographic in nature. The addition of regular 

expressions (regex) aims to check and block 

network content based on certain text patterns 

that appear in data traffic, such as URLs 

(Uniform Resource Locators) or content in 

HTTP (Hypertext Transfer Protocol (HTTP) 

packages. 

The URL and HTTP data used in the regular 

expression are referenced from the URL 

Classification downloaded from the Kaggle 

Dataset with the Adult category. From these 

results, frequently occurring words are 

classified and visualized using wordcloud. The 

results of the wordcloud visualization from the 

Kaggle URL Classification Dataset are shown in 

Figure 5 

 
Figure 5. Wordcloud URL 

 

This Wordcloud URL is used in the 

implementation of regular expressions (regex) 

in the firewall layer 7 protocol in MikroTik. 

Writing regular expressions using formula 

number 1 above, with the following results: 

 
^.+(porn|geocities|s*x|ang*lf*re|p*rn| 

l*sb*an|g*y|h*rdc*re|x*x|am*teur|p*ssy| 

ad*lt|n*de|s*xy| er*t*ca).*\$ 

-- 

(1) 

*some words are hidden for the reader's convenience 

 

Regular expression (regex) configuration is 

done on MikroTik by selecting the IP - Firewall 

- Layer7 Protocols menu and entering the 

expression in the Regexp section. The 

configuration is as in Figure 6 

 
Figure 6. Regex Layer7 Protocol 

 

MikroTik will detect and block access to 

websites that have certain characteristics 

according to the expression written in the 

Regexp Layer 7 Protocol. From the results of 

filtering in this Layer7 Protocol, if the user 

accesses information containing the word, it will 

be forwarded to the firewall rules, otherwise the 

user will get the desired website information. 

 

B. Firewall Rules Implementation 

This Firewall Filter rule is set in a chain 
forward to capture traffic passing through the 
router. On the Advanced tab, the Layer7 
Protocol that has been created contains sites that 
will be blocked. On the Action tab, set the drop 
action to block access to the site. With this step, 
all traffic directed to the address in the address 
list (Regexp) will be stopped, thus blocking 
access to blocked sites. The configuration can be 
shown in Figure 7 
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Figure 7. Firewall Filter Rule 

 

C. Testing and Analysis Result 

In the testing process, MikroTik RouterBoard 

RB941-2ND is used and implemented to handle 

several computer laboratories as well as several 

laptop and smartphone devices. The testing 

process uses execution tests in filtering and 

switching configurations. This test is done by 

directly accessing websites that are categorized 

as pornography on each client. In this test, it is 

not limited to the type of browser used. If 

MikroTik successfully blocks the site accessed 

by the client, then the status of the website 

display on the client is in a drop condition, or as 

in Figure 8 

 

 
Figure 8. View of Blocked Websites Accessed 

 

Of the several website displays that are 

included in the filtering layer 7 protocol, some 

are not immediately blocked. Websites will 

sometimes enter "connection is not private" 

mode. If the user forces entry with the 

"Advanced" facility, the user will still get a 

display that the website cannot be accessed. 

From the trials conducted, the test used a 

sample of 91 URL tools / websites that 

potentially contain pornographic content. The 

samples used range from streaming service 

providers, artificial intelligence content (AI 

Content), and story or comic services. 

Table 1. Test Result 
No URL / Sites Status 

1 bra**ers.com Blocked 

2 b*ngb*os.com Blocked 

3 real*tyk*ngs.com Blocked 

4 sp*cev*ds.com Blocked 

5 ikn*wthatg*rl.com Blocked 

6 ad*ltt*me.com Blocked 

7 pur*tab*o.com Blocked 

……. …………………… ………… 

……. …………………… ………… 

64 l*nd.mu*h.ai Unblocked 

65 de*pm*de.ai Unblocked 

66 ang*lg*.ai Unblocked 

……. …………………… ………… 

……. …………………… ………… 

88 l*vr.ai Unblocked 

89 p*r*joy.ai Blocked 

90 *wa*fu.com Blocked 

91 n*nol*.ai Blocked 

* accessed using global connection and without VPN 

*some words are hidden for the reader's convenience 
 

The trial was conducted on several client 

devices connected to MikroTik RB941-2ND 

with filtering and switching configurations. 

From Table 1 above, there are still several URLs 

or websites that have not been successfully 

blocked. The results of the trial between 

websites that were successfully blocked and 

failed to block are as shown in the diagram in 

Figure 9. 

 
Figure 9. Diagram Result 

13%

87%

Unblocked Blocked
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Of the 91 website addresses used for the trial, 

79 websites (87%) were successfully blocked, 

while 12 websites (13%) addresses escaped 

MikroTik filtering and switching. From the 

analysis results, currently many website content 

media minimize words containing pornography, 

so there are still some that escape the firewall 

filtering. Even content that is not successfully 

blocked also escapes the security of Positive 

Internet Indonesia if using certain internet 

providers. From the results of the trials 

conducted, it can be concluded that the use of 

firewall rules and Layer7 Protocol in MikroTik 

can block pornographic content websites with 

an effectiveness rate of 87%. 

 

IV. CONCLUSION 
 This study shows that the Layer7 Protocol 
configuration and firewall rule are effectively 
applied to MikroTik RB941-2ND to block 
negative pornographic content on the local 
network with a percentage of 87% of the 91 
websites that have been tested. Specifically, the 
test results show that this method is an effective 
scheme using unwanted travel with global 
internet usage and without using a Virtual 
Private Network (VPN). The results of this 
research prove that filtering and switching 
implemented in the MikroTik RouterBoard 
RB941-2ND is quite effective for blocking 
negative sites. 

Further research can use scheduling time if 
necessary to determine free internet usage at 
certain hours. As well as switching management 
to make it easy to use for larger network scales. 
Identification of each website so that it can be 
used in the filtering expression reference also 
needs to be done so that the configuration is 
more effective.  
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